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North America EMV Release Notes
2.8.2xx Series Contact Only

2.8.220.1 – 2/03/2025

1. EMV 2.8 SPM2.5ER (iXPay SPM2.5V2): Prototype Only - Create Jade OS Build with New USB Driver from XAC
0. This ticket opens preliminary testing of iXPay SPM2.5V2 (formerly called SPM2.5ER)
0. iXPay SMP2.5V2 Firmware version 3.2.74 20250317
0. QA should start initial testing of iXPay SPM2.5V2 on an operational basis only (no upgrade)
2. Note:  upgrade of iXPay SPM2.5V2 via ServiceUtility (SU) and DXMonitor (DXM) are not yet supported
1. EMV 2.8: Removing Dotfuscator from EMV 2.8 Build
1. This has BIG implications on DFS and field operations:
0. There are now more DLL files in the EMV 2.8 build as DLL files are no longer combined.
0. CAB packages must be built accordingly with more DLL files.
0. QA must test both Jade and Red boards.
0. Developers and L3 must note that there are no longer ‘Dotfuscator’ folders\files as part of the build – this could affect local downstream scripts.
0. Once complete, this will allow removal of Dotfuscator license on build machine.

2.8.219.1 – 12/04/2025

· EMV 2.8: Add CLK Version to GetContactlessKernelVersionInformationResponse
· EMV 2.8: Town Pump Totals - totalizers not reported correctly every time

2.8.218.7 – 10/2/2025

· EMV 2.8: Town Pump Totals - totalizers not reported correctly every time

2.8.218.1 – 8/21/2025

· Dev - EMV 2.8: Add CLK Version to GetContactlessKernelVersionInformationResponse

2.8.217.7 – 7/14/2025

· EMV 2.8: Remove Trailing Spaces on Print Commands from POS in Terminal Protocol Messages
· EMV 2.8: Remove Printer Status Message While Printing Receipt (to reduce possibility of printer pause)

2.8.217.5 – 6/24/2025

· Feature EMV 2.8: Unhandled domain exception is thrown in ixpayemv/program.cs/main()

2.8.217.4 – 6/10/2025

· Feature EMV 2.8: SFTP Port Configurable (use port passed in with SFTP RDM Command)

2.8.216.3 – 3/7/2025

· Feature EMV 2.8: New EMV L2 Contact Kernel Profiles from XAC
· Corrected CAB config files

2.8.216.1 – 2/28/2025

· Feature EMV 2.8: New EMV L2 Contact Kernel Profiles from XAC
· XAC Kernel DLL: File Version 2.7.0.0
· Profiles 1C, 2C, 3C, 4C, 5C, 6C, 7C, 8C, 9C
· These new profiles 7C-9C mirror 1C, 4C and 6C respectively
· CVM Capability of “Offline Plaintext PIN = No” – per Visa Mandate
· Feature EMV 2.8:  Proper Logging of EMV Kernel Information for DXMonitor.
· iXPay SPM 2.5 (SPM2.5e) modification for SPM Reset Logic:  Adjusted SPM Reset logic to loop for over 60 seconds to allow a full SPM2.5E reboot time, instead of over 10 minutes, affected by the "Retry logic" added to the low-level calls.

2.8.215.6 – 1/23/2025

· Feature EMV 2.8: EMV 2.8 - Need to add retry logic to USB Comm with SPM
· Fix Bug EMV2.8: Chronic off lines with EMV 2.8.212.4 SPM2.5e v2.2.93
· Fix Bug EMV2.8 - Issue with hash type determination on a SPM.
· Fix Bug EMV 2.8 - Single board dual side config - SPM enumeration.

2.8.215.5 - 1/7/2025

· Fix Bug for Feature EMV 2.8: Log Dispenser Blend Ratios for DXMonitor (Request from Casey's and Murphy USA)
· Fixed issue with the valid position, which was ordered by Logical positions, while the code needed physical positions. Also, added logic to post pure products metrics as well.

2.8.215.4 - 1/2/2025

· Fix Bug for Feature EMV 2.8: Log Dispenser Blend Ratios for DXMonitor (Request from Casey's and Murphy USA)
· Added logic to only take a blend ratio, if the position is valid, also added some mutual exclusion to avoid threading issues.
· mutual exclusion to avoid threading issues with Blend Ratio

2.8.215.3 - 12/9/2024

· Fix Bug EMV 2.8: SPM Keypad Association Prompt is confusing for Single Board (Dual Instance) Dispensers

2.8.215.1 - 12/5/2024

· Feature EMV 2.8: Log Dispenser Blend Ratios for DXMonitor (Request from Casey's and Murphy USA)
· Fix Bug EMV 2.8 - SPM Reset logic at 3AM not functioning for SPM2.5E
· Fix Bug EMV 2.8: SPM2.5e Pin Pad Fault during Startup  

2.8.214.1 - 08/9/2024

· Feature - EMV 2.8: Auto Enable DXMonitor via UDP Messaging

2.8.212.4 - 05/17/2024

· Fix Bug EMV 2.8.212: Set Tag 9F0C in Brand Application Volatile Data on WayneTap
· New Contactless Middleware 2.1.0.55 to set Tag 9F0C for MasterCard in Volatile Data
· Fix Bug EMV 2.8: Native Exception Occurred IXPAY.EXE

2.8.212.2 - 04/19/2024

· Fix Bug EMV 2.8.212: Set Tag 9F0C in Brand Application Volatile Data on WayneTap
· New Contactless Middleware 2.1.0.55 to set Tag 9F0C for MasterCard in Volatile Data

2.8.211.7 – 2/2/2024

· Fix Bug EMV 2.8.210 - 1D Barcode Scanner Not Working
· Feature EMV 2.8: Request to update the passthoughconfig.xml in the Default Build
· Fix Bug EMV 2.8: When using tap to pay the SPM is unresponsive (Soft Key Mirroring disables the PIN Entry)

2.8.211.4 – 12/21/2023

· Fix Bug EMV 2.8: "Program Memory Low" error at System Restart
· Note to QA - need to test in the following:
· Red Boards (both dual and single sided)
· Jade Boards (both dual and single sided)
· iOTV
· DXPromote
· Remote Upgrades while connected to POS system and EMV transactions in progress
· Reboots (multiple reboots throughout the day – manual reboots and reboots via DXMonitor)

2.8.211.1 – 11/19/2023

· Fix Bug EMV 2.8: "Program Memory Low" error at System Restart
· Bug fix EMV 2.8: Contactless card reader smart update EMV 2.8 fails on duel sided pump if one of the CCR is disconnected
· Feature Return Tag 9F0C (Issuer Identification Number Extended) in ApplicatonSelected Event and AIDCandidates Event
· Feature New Contact EMV Kernel DLLs from XAC to Fix 2 Test Cases
· Fix Bug Returning all Zero's on an empty pin entry cause receipt to print Verified By PIN, which is incorrect
· Feature Ability to Remote Update When Terminal is stuck in Idle (after set amount of time)
· Fix Bug AllSups FPs offline (to DXMonitor) before Nightly reboot and Online after
· Fix Bug EMV 2.8: Update Correct "Remote Upgrade" Status when Connection is Established with RDM server on Edge
· Feature Murphy Remote Upgrade Testing in SST for Red and Jade Boards – Part 1
· Modify RDMCommConfig.xml settings for iXPayMain, RDM, and RemoteView folders
· Feature EMV 2.8: Murphy Remote Upgrade Testing in SST for Red and Jade Boards - Part 2
· Modify RDMCommConfig.xml settings for iXPayMain, RDM, and RemoteView folders
· Fix Bug EMV 2.8: Remote Upgrade Testing in SST - Add Reboot when upgrading Contactless Reader Firmware an Scanner Firmware
· Fix Bug EMV 2.8.210: New Contact EMV Kernel DLLs from XAC to Fix 2 Test Cases - Fix for Jade Boards
· This change correctly puts the kernel DLLs into Jade (R2 binaries were already correct)
· Fixes the following test cases:
· EMV Contact: Discover Contact Test Case DGN L3 CT 36 Fails with CVM Results
· EMV Contact: Interac Contact Test Case Function29 is Failing
· Fix Bug EMV 2.8: Remote Upgrade Testing in SST - Adjust Contactless Reader Remote Upgrade Timeout Value
· SoftwareManagementConfig.xml
· Add longWaitForRegistrationTime="1200000" for contactless reader

2.8.210.17 – 11/7/2023

· Fix Bug EMV 2.8: Remote Upgrade Testing in SST - Adjust Contactless Reader Remote Upgrade Timeout Value
· SoftwareManagementConfig.xml
· Add longWaitForRegistrationTime="1200000" for contactless reader
· SoftwareManagementConfig.xml
· Set upgradeWithoutReboot="true" for scanner and contactless reader

2.8.210.16 – 10/26/2023

· Fix Bug EMV 2.8: Remote Upgrade Testing in SST - Add Reboot when upgrading Contactless Reader Firmware an Scanner Firmware
· Fix Bug EMV 2.8.210: New Contact EMV Kernel DLLs from XAC to Fix 2 Test Cases - Fix for Jade Boards
· This change correctly puts the kernel DLLs into Jade (R2 binaries were already correct)
· Fixes the following test cases:
· EMV Contact: Discover Contact Test Case DGN L3 CT 36 – corrects CVM Results
· EMV Contact: Interac Contact Test Case Function29 

2.8.210.14 – 10/18/2023

· Fix Bug EMV 2.8: AllSups FPs offline (to DXMonitor) before Nightly reboot and Online after
· Fix Bug EMV 2.8: Update Correct "Remote Upgrade" Status when Connection is Established with RDM server on Edge
· Feature EMV 2.8: Murphy Remote Upgrade Testing in SST for Red and Jade Boards – Part 1
· Modify RDMCommConfig.xml settings for iXPayMain, RDM, and RemoteView folders
· Feature EMV 2.8: Murphy Remote Upgrade Testing in SST for Red and Jade Boards  - Part 2
· Modify RDMCommConfig.xml settings for iXPayMain, RDM, and RemoteView folders

2.8.210.11 – 10/05/2023

· Fix Bug EMV 2.8: Returning all Zero's on an empty pin entry cause receipt to print Verified By PIN, which is incorrect.
· Feature EMV 2.8: Ability to Remote Update When Terminal is stuck in Idle (after set amount of time)



2.8.210.9 – 09/08/2023

· Feature EMV 2.8.210: Return Tag 9F0C (Issuer Identification Number Extended) in ApplicatonSelected Event and AIDCandidates Event
· Feature EMV 2.8.210: New Contact EMV Kernel DLLs from XAC to Fix 2 Test Cases

2.8.210.7 – 08/23/2023

· Feature EMV 2.8.210: Verde Ovation Integration – for Jade Board (Red Board does not support media) 
· New TCPMP version 1.5.5.80 to support Verde Media and increased buffer sizes.
· Increased buffer size, since XML messages and socket, would have messages over 2K.
· Fixed a few more issues with the XML parsers with very small buffers

2.8.210.5 – 08/16/2023

· Bug fix Contactless card reader smart update EMV 2.8 fails on duel sided pump if one of the CCR is disconnected.

2.8.210.4 – 08/03/2023

· Feature EMV 2.8.210: Verde Ovation Integration – for Jade Board (Red Board does not support media) 
· New TCPMP version 1.5.5.78 to support Verde Media
· Video Synch:  new element in \Flash\Content\MediaConfigure.xml to enable\disable video synching
· <VideoSync   enabled = “false”  />
· Modify RDM log messaging to include:
· EndDateTime - this is already sent as StartDateTime - so it needs to get moved here
· StartDateTime - we actually send end date time, so we need to generate start date time.
· AssetId - copied from playlist_fueling
· MediaSource - copied from playlist_fueling
· PopUri - copied from playlist_fueling

2.8.210.1 – 07/26/2023

· Feature EMV 2.8.210: Verde Ovation Integration – for Jade Board (Red Board does not support media) 
· New TCPMP version 1.5.5.77 to support Verde Media
· Video Synch:  new element in \Flash\Content\MediaConfigure.xml to enable\disable video synching
· <VideoSync   enabled = “false”  />
· Modify RDM log messaging to include:
· EndDateTime - this is already sent as StartDateTime - so it needs to get moved here
· StartDateTime - we actually send end date time, so we need to generate start date time
· AssetId - copied from playlist_fueling
· MediaSource - copied from playlist_fueling
· PopUri - copied from playlist_fueling
· Feature EMV 2.8.210: Verde Ovation Integration – for Jade Board (Red Board does not support media) 
· Video Synch:  new element in \Flash\Content\MediaConfigure.xml to enable\disable video synching
· <VideoSync   enabled = “false”  />

2.8.209.3 – 06/16/2023

· EMV 2.8.209: Change Remote View heartbeat to match the other 2 (IXPayMain and RDM)

2.8.209.2 – 05/31/2023

· IXPay Test Tool does not saved its own saved scripts, they need to be modified to remove carriage returns to make a single line
· Saving the XML in Test server and Test client has a leading ">" in front of the XML for some commands
· Change RDM Timeouts to 120 seconds from 15 Seconds (Set as Default Values)
· Remove Excess RDM Logging Related to numInstances
· Remote Update requests at Murphy fail due to improper numInstances value
· Remote Upgrade for T7 Scanner for Single and Dual Instance

2.8.208.4 – 04/04/2023

· Feature:  EMV 2.8.208: Remote Upgrade for T7 Scanner for Single and Dual Instance

2.8.208.110 – 03/07/2023

· EMV 3.1.208: Keypad Function Keys - Support for Anthem
· EMV 3.1.208: Provide the P2PE data blob for the whitelisted transactions when P2PE provider is ACI
· Added default P2PE config for ACI

2.8.208.3 – 03/13/2023

· New Jade OS 6.XX.113 to address “Flash Corruption” and “No Heartbeat” field issues with Jade Fix: Jade board had an issue during power ON, where the eMMC controller had a bad power of around 2 Volts for ~12mSecs, which could cause the Jade to not start properly (no heartbeat) or could cause flash data corruption. This window of the eMMC controller without proper power increased when the SW Reset via PMIC was introduced in Jade OS 6.XX.110. Jade OS 6.XX.113 will provide the SW workaround for the issue, and a final fix would be to re-work the power rails of Jade in next releases of the HW.  See attached notes and PPT slides for more details.

2.8.208.1 – 02/04/2023

· Feature EMV 2.8.208: DXMonitorEnabled flag - configurable option to not prompt in Setup
· As requested by Kroger

NOTE:  the following configuration XML changes have been made and could affect CAB Config files for Remote Upgrades and potential changes for iXConfigurator:
· TerminalParams.xml
· Added attribute TerminalConfiguration skipDXMonitorConfig="false"
· Default is “false”, but should be “true” for Kroger

2.8.207.6 – 11/30/2022

· New Jade OS 6.XX.112
· Upgrading 2D Bar Code scanner firmware (via Service Utility or Remote Upgrade) fails due to serial emulation issue (bytes are dropped when buffer is full – exposed with faster processor of iXPay SPM2.5)
· Fixed issue with the SPM Driver, where the emulation layer was dropping bytes with the SPM2.5e
· Works in conjunction with iXPay SPM2.5 version 2.2.81 to fix upgrade of serial devices (barcode scanner and chip card reader)

2.8.207.5 – 10/17/2022

· Feature IXEMV-2883 EMV 2.8.207: SPM2.5e - Retrieve Logs Remotely for Dual Instance
· Fixed issue with clashing file names on SPM2.5e get logs. Added terminal ID to API

2.8.207.3 – 9/30/2022

· This 2.8.207 release supports SPM2.5e (now called iXPay SPM2.5) for sites with DXMonitor.
· Initial release to support DXMonitor upgrade of SPM2.5e
· Feature IXEMV-2763 EMV 2.8.207: Remote Upgrade to handle SPM2.5e FW Upgrade vs SPM1
· Feature IXEMV-2794 EMV 2.8.207: Port SPM changes from SKM to Framework
· Feature IXEMV-2780 EMV 2.8.207: SPM2.5e - Retrieve Logs Remotely
· Fixed bug handling CABs with multiple FW in it, and fixed threading issue with handling Query resets
· Note to QA – Retest:  Feature IXEMV-2763 EMV 2.8.207: Remote Upgrade to handle SPM2.5e FW Upgrade vs SPM1
· Feature IXEMV-2883 EMV 2.8.207: SPM2.5e - Retrieve Logs Remotely for Dual Instance



2.8.207.2 – 8/31/2022

· Feature IXEMV-2780 EMV 2.8.207: SPM2.5e - Retrieve Logs Remotely
· Fixed bug handling CABs with multiple FW in it, and fixed threading issue with handling Query resets
· Note to QA – Retest:  Feature IXEMV-2763 EMV 2.8.207: Remote Upgrade to handle SPM2.5e FW Upgrade vs SPM1

2.8.207.1 – 8/23/2022

· Initial release to support DXMonitor upgrade of SPM2.5e
· Feature IXEMV-2763 EMV 2.8.207: Remote Upgrade to handle SPM2.5e FW Upgrade vs SPM1
· Feature IXEMV-2794 EMV 2.8.207: Port SPM changes from SKM to Framework

2.8.206.1 – 2/10/2022

· Feature IXEMV-2655 EMV 2.8.206: Fallback from DHCP to last known good Static IP address

2.8.205.9 – 1/10/2022

· Fix Bug IXEMV-2610 EMV 2.8: Terminal Sends 2 Contactless Responses (both success="true" and "false") for One Command

2.8.205.8 – 1/3/2022

· Fix Bug IXEMV-2602 EMV 2.8: C150SNP Contactless Firmware Upgrade which Fixed Multiple Cards Detected Failure

2.8.205.6 – 12/13/2021

· Feature IXEMV-2471 EMV 2.8.205: Implement Voyager EMV Prompt Script File

2.8.205.3 – 12/09/2021

· Feature IXEMV-2387 EMV 2.8.205: Visa EMV Fleet 2.0 Implementation (Contact)
· Feature IXEMV-2467 EMV 2.8: SHA Signing Not Reported to DXM
· Feature IXEMV-2465 EMV 2.8.205: Add Firmware Version and Build Revision to GetContactlessKernelVersionInformationCommand
· Feature IXEMV-2582 EMV 2.8.205: Send Proper Success\Message Attributes for DownloadContactlessPublicKeysCommand
· Fix Bug IXEMV-2543 EMV 2.8: 2.8.204: Terminal gets stuck at "Firmware Upgrade" screen when there is no content in scanner FW folder
· Fix Bug IXEMV-2428 EMV 2.8: exception during Domain Exception Handler logging startup

2.8.204.36 – 11/02/2021

· Fix Remote Upgrade issue (rare occurrence)
· Fix Bug IXEMV-2294 EMV 2.8 Kroger numInstances issue
· Fix Bug IXEMV-2546 EMV 2.8: Remote upgrades for Murphy Contactless card readers are failing.
2.8.204.34 – 10/04/2021

· Fix Bug IXEMV-2351 EMV 2.8: Cannot get AlphaNumeric Keypads working with 2.8.203 series software.
· New Contactless Middleware 1.5.5.51
· Added proper error message to GetLoyaltyConfiguration

2.8.203.26 – 10/04/2021

· New Jade OS 6.XX.110: New SW Reset mechanism via PMIC ( DEV_OFF ) command to solve the SPM's issues of “Keypad Not Available” after nightly reboot
· This is an OS change only and no application\POS changes required and this does not affect POS operation
· Fix Bug IXEMV-2351 EMV 2.8: Cannot get AlphaNumeric Keypads working with 2.8.203 series software.
· Implement Feature IXEMV-2360 EMV 2.8.202: Always Display Proper Side of Terminal with RemoteView on iXGateway\DXMonitor
· This is a merge from EMV 2.8.202 into this branch

2.8.204.31 – 09/16/2021

· New Jade OS 6.XX.110: New SW Reset mechanism via PMIC ( DEV_OFF ) command to solve the SPM's issues of “Keypad Not Available” after nightly reboot
· Feature IXEMV-2465 EMV 2.8.204: Add Firmware Version and Build Revision to GetContactlessKernelVersionInformationCommand
· Fix Bug IXEMV-2470 EMV 2.8: ClearOnSofkteyPress = false does not work when Softkey mirroring is enabled
· Fix Bug IXEMV-2370 EMV 2.8 - Open Bar Code Reader does not respond if the reader is offline.
· Fix Bug IXEMV-2467 EMV 2.8: SHA Signing Not Reported to DXM

2.8.204.25 – 08/11/2021

· Fix Bug IXEMV-2442 EMV 2.8: GetSupportedKeyHierarchiesCommand Does Not Return a Response
· Feature IXEMV-2461 EMV 2.8.204: Test C150SNP Firmware 2610FA02 Build Rev 21070103 on older EMV 2.8 Releases
· QA to test new firmware on previous versions of EMV 2.8
· Feature IXEMV-2424 EMV 2.8.204: Change MediaByDFS to DX Promote
· Updated “Enable DX Monitor?” prompt in TerminalParams.xml file
· Corrected “DX Promote” on configuration report
· New Contactless Reader Middleware 2.1.0.48:
· Merge code from EMV 3.1 to sort file names before upgrading WayneTap per XAC recommendation

2.8.204.19 – 07/27/2021

· Feature IXEMV-2423 EMV 2.8.204: Change iSense to DX Monitor
· Feature IXEMV-2424 EMV 2.8.204: Change MediaByDFS to DX Promote
· Feature IXEMV-2433 EMV 2.8.204: Socket Connection Improvements (when Terminal is Server)
· Feature IXEMV-2382 EMV 2.8.204: Block Remote Updating iGEM Firmware to older than 82.00
· Feature IXEMV-2309 EMV 2.8.204: Contactless Loyalty - Apple VAS
· See new Terminal Protocol Specification with contactless loyalty additions

NOTE:  the following configuration XML changes have been made and could affect CAB Config files for Remote Upgrades:
· TerminalParams.xml
· Modified existing message  2002:
·       <Prompt id="2002" str="Enable DX Monitor?
· Please Press YES or NO"/>

2.8.202.39 – 04/28/2021

· Implement Feature IXEMV-2360 EMV 2.8.202: Always Display Proper Side of Terminal with RemoteView on iXGateway\DXMonitor

2.8.202.38 – 04/26/2021

· Fix Issue IXEMV-2359 EMV 2.8: RemoteView on iXGateway\DXMonitor Can Display Wrong Side on Dual-Sided Terminals

2.8.203.9 – 04/05/2021

· Feature IXEMV-2228 EMV 2.8.203: Add EPP Feature Soft Key Mirroring into EMV
· Feature IXEMV-2327 EMV 2.8.203: Extend iGEM Pairings to Totalizers Command from DXMonitor
· Feature IXEMV-2316 EMV 2.8.203: Break Out EMV Configuration from TerminalConfiguration.xml into New XML File
· Feature IXEMV-2307 EMV 2.8.203: New Protocol Message: TerminalCommand-> GetDeviceManufacturerCommand\Response
· Feature IXEMV-2272 EMV 2.8.203 - Enhance GetContactKernelVersionInformationCommand\Response to Return EMV Contact Config Data
· TerminalParams.xml
· Added new message 1205  <Prompt id="1205" str="Enable Softkey Mirroring onto Function Keys? Please Press YES or NO" />
· Feature IXEMV-2228 EMV 2.8.203: Add EPP Feature Soft Key Mirroring into EMV
· TerminalConfiguration.xml (updated) and EMVKernelConfiguration.xml (new)
· Feature IXEMV-2316 EMV 2.8.203: Break Out EMV Configuration from TerminalConfiguration.xml into New XML File


2.8.202.24 – 01/27/2021

· Add Locking exclusion during setup of the POS connection to make sure setup is complete, before allowing commands execution between POS and terminal

2.8.202.5 – 11/9/2020

· Feature IXEMV-2123 EMV 2.8 Weights and Measures Cat 3 compliance for Remote iGEM Firmware Update
· Need iGEM firmware 81.01 that has corresponding W&M printer status changes to work in conjunction with this change
· Add modifications to properly wait for iGEM to reset after downloading code
· Fix Bug IXEMV-2202 EMV 2.8: Contactless BrandCode\CardScheme Not Returned for Some Magnetic Stripe Cards
· New Contactless Middleware 2.1.0.41

2.8.202.1 – 10/1/2020

· Feature IXEMV-2123 EMV 2.8 Weights and Measures Cat 3 compliance for Remote iGEM Firmware Update
· Need iGEM firmware 81.01 that has corresponding W&M printer status changes to work in conjunction with this change
· Feature IXEMV-2027 EMV 2.8.202: Report SPM signing (SHA-1 or 2) through iSense
· Feature IXEMV-2167 EMV 2.8.202: Support SPM Firmware 1.2.74

2.8.201.124 – 8/19/2020

· New Contactless Middleware 2.1.0.39:
· Feature IXEMV-1955 EMV 2.8.201: Intelligent Remote Upgrade of C150\C150SNP Contactless Readers
· Allow more than 2 files on the second step update.
· Implement Feature IXEMV-2039 EMV 2.8: Kroger Disconnects Log file analysis
· Correct issue where terminal was spamming microgate with registration issues and terminal appeared offline in iSense2

2.8.201.116 – 7/3/2020

· Fix Bug IXEMV-2022 EMV 2.8 (2.8.201): No StartTraceResponse when Busy, No StartTrace Timestamps
· address iGem data dump and iGEM FW remote update corner cases
· Feature IXEMV-2020 EMV 2.8.201: Report SPM signing (SHA-1 or 2) through iSense
· Feature IXEMV-1958 EMV 2.8.201: Allow POS\Controller to Get Current Fueling Status via Terminal Protocol
· Feature IXEMV-1955 EMV 2.8.201: Intelligent Remote Upgrade of C150\C150SNP Contactless Readers
· Fixed CTLS FW path checking
· New Contactless Middleware 2.1.0.36

2.8.201.110 – 6/2/2020

· Fix Bug IXEMV-1956 EMV 2.8: iSense data still transmitting with iSense set to False.
· Feature IXEMV-1955 EMV 2.8.201: Intelligent Remote Upgrade of C150\C150SNP Contactless Readers
· New Contactless Middleware 2.1.0.36
· Feature IXEMV-1930 EMV 3.1.201:  Print iGEM Weights & Measures Audit Log
· Task IXEMV-1989 Investigate iGem FW remote update failures
· For iXGateway\iSense2 connections:
· Fixed a few issues when handling "hostname" lookups on gateway connections. In some case when the network is not ready, sometimes the DNS lookups were silently failing. Added logs to make sure all cases are handled properly, or at least trace logs exists.
· Added logs to make sure it is known which IP actually connected, and which ones were tried

2.8.201.105 – 5/12/2020

· Feature IXEMV-1944 EMV 2.8.201: Improve iXGateway\iSense2 Socket Connection Logic and Add Low Level Logging File
· Fix sharing issue so that low-level files can be copied to iXGateway\iSense2

2.8.201.104 – 5/4/2020

· Feature IXEMV-1831 EMV 2.8.201: Implement iSense2 iGem Data Dump Retrieval
· Fix issue so that FTP folder location is respected instead of copying file to FTP root (include folder attribute from StartTrace Request)

2.8.201.96 – 3/23/2020

· Implement Feature IXEMV-1831 EMV 2.8.201: Implement iSense2 iGem Data Dump Retrieval
· Fix Bug IXEMV-1886 EMV 2.8 (2.8.201) - CTLS GetBrandTerminalCapabilitiesCommand does not return DF33 and DF35 Tags
· Contactless Middleware:  2.1.0.35

2.8.201.91 – 3/03/2020

· Fix Bug IXEMV-1759 EMV 2.8 - Keypad Unavailable on Single Board Dual Sided configurations
· Made change in Jade USB driver in new 6.XX.109 Jade OS
· For USB Host VBUS_POWER GPIO pin, leave power line high
· Changes to alleviate iSense2 disconnects with terminal (reported by Kroger)
· IXEMV-1843  EMV 2.8.201: Add \Flash\PreSystemLog folder to files transferred to iXGateway\iSense2 when obtaining Logs
· IXEMV-1845 EMV 2.8.201: Investigate and Add Exception Handler for RDM Process
· Implement Feature IXEMV-1858 EMV 2.8.201: Support for Verifone Commander iOTV Sites with more than 16 Dispensers
· This works around Verifone Commander bug where they can’t address dispenser higher than 16 on current loop protocol
· Implement Feature IXEMV-1864 EMV 2.8.201: Allow MediaByDFS to run videos from RAM or Flash drive
· Implement Feature IXEMV-1762 EMV 2.8.201: Remote Upgrade of SHA1 and SHA2 SPMs

2.8.201.81 – 2/06/2020

· Red Board support is now required in EMV 2.8.2XX until further notice; however, Red boards will still DO NOT support iOTV or MediaByDFS on Red.
· Implement Feature IXEMV-182 https://doverfs.atlassian.net/browse/IXEMV-1826 EMV 2.8.201: Add New EMV ICS Profiles 1C-6C
· Default ICS profile in TerminalConfiguration.xml is '6C' - this is the standard US profile that has pin bypass.
· CABConfig.xml files are updated
· Only 1C-6C allowed to load
· Profiles are loaded into iXPayMain\Instances\1 and \2
· Here is the mapping from older kernel to newer kernel
· 4.3e=> 4.3h
1C => 2C
2C => 3C
3C => 4C
4C => 5C
8C => 6C
9C => 1C

2.8.201.79 – 1/31/2020

· Implement Feature IXEMV-1813 EMV 2.8.201: Add QuickChipIssuerApplicationData attribute to TransactionResult event

2.8.201.78 – 1/31/2020

· Fix Bug IXEPP-342 EPP 3.0: IOTV video filename is not logged with TCPMP 1.5.5.62 version
· Fix is included in TCPMP 1.5.5.68
· Fix Bug IXEMV-1759 EMV 2.8 - Keypad Unavailable on Single Board Dual Sided configurations
· Made change in Jade USB driver in new 6.XX.108 Jade OS
· Fixed problem with the USB Host VBUS_POWER GPIO - Some changes made by XAC for USB fixes on Zebra printer (introduced in Jade OS 6.XX.104), caused some unwanted issues with SPM enumerations after a soft reset (3AM reboot)
· Fixed issues of un-initialized GPIO, and routine with wrong return
· Fix Bug IXEMV-1761 EMV 2.8: Test Tool's Discover DownloadContactlessPublicKeys is Unpopulated
· Fix Bug IXEMV-1754 EMV 2.8: Contactless Reader Middleware Allows 25-image firmware install to 519 FW
· Add logic for parsing SPM binary to determine if this is SHA2 signed:

2.8.201.72 – 12/13/2019

· Implement Feature IXEMV-1721 EMV 2.8.201: Add GetKeypadType Terminal Protocol Message
· Returns “Numeric” v. “AlphaNumeric” to accommodate new 9x5 Physical A\N Keypad
· See attached Terminal Protocol Specification – Rev Q for details
· Implement Feature IXEMV-1260 EMV 2.8.201: Improve Protocol Logging EMV Data Tags
· Fix Bug IXEMV-1726 IXPay Test Tool JCB BrandApplicationParameters Fails

2.8.201.68 – 11/27/2019

· Implement Feature IXEMV-1247 EMV 2.8.201:  Support Voyager EMV Fleet Cards (No Support for Prompt Script File)
· Implement Feature IXEMV-1248 EMV 2.8.201: TLS 1.2 Certificate Authentication for POS\Controller to Terminal Communication
· Implement Feature IXEMV-1036 EMV 2.8.106: EMV Contactless - Add Support for JCB (Japan Credit Bureau) Card
· Implement Feature IXEMV-1037 EMV 2.8.106: EMV Contactless - Add Support for UnionPay (China Union Pay - CUP) Card
· Implement Feature IXEMV-1255 Media Type Message Exchange with M3S: Make the enumeration of Media Type consistent across M3S, EMV 2.8 and EMV 3.1
· Implement Feature IXEMV-1264 EMV 2.8.201: WEX EMV Fleet Tag DF32 (Offline Purchase Restrictions)

2.8.201.61 – 11/13/2019

· This build is derived from the new Payment Global TeamCity DGE servers (this is FYI only and should not affect binaries and output)
· Implement Feature IXEMV-1198 EMV 2.8.201: 9 X 5 Physical Alpha-Numeric keypad
· Default TerminalConfiguration.xml has been modified to add in default 9x5 keypad A\N (but commented out)
· Make sure to set IsAlphanumeric = "true" for Physical A\N keypad, “false” for standard 4x5 numeric keypad
     <!-- EMV 2.8 US Keypad  KeyDefinitions for enhanced SPM1 9x5 keypad-->
      <!-- KeypadType.IsAlphanumeric true indicates SPM1 9x5 keypad (numbers 0-9, letters A-Z, cancel space clear enter F1-4 and B/S-->
      <!--<KeypadType IsAlphanumeric = "true" />-->
      <!-- USE this keypad layout for 9x5 keypad, enter key is 2nd column, 0th (bottom) row, in in hex 0x20 (32d) -->
      <!-- USE this keypad layout for 9x5 keypad, cancel key is 0th column, 4th (top) row, in in hex 0x04 (04d) -->
      <!-- USE this keypad layout for 9x5 keypad, clear/no key is 0th column, 0th (bottom) row, in in hex 0x00 (00d) -->
      <!--<KeyDefinition value="32" function="Enter"/>-->
      <!--<KeyDefinition value="04" function="Cancel"/>-->
      <!--<KeyDefinition value="32" function="Yes"/>-->
      <!--<KeyDefinition value="00" function="No"/>-->
      <!--<KeyDefinition value="00" function="Clear"/>-->
<!--<KeyDefinition value="128" function="Backspace"/>-->
· Implement Feature IXEMV-1176 EMV 2.8.201: Default to 2D Barcode Scanner when Technician Chooses "Cancel" at Initial Configuration Setup
· Implement Feature\Fix Bug IXEMV-1184 EMV 3.1: Media performance issues on T12
· Feature added to optionally run video from RAM Disk
· Default for EMV 2.8 is false
· New TCPMP version 1.5.5.67:
· Support to run video from RAM disk
· Check file for 0 KB size, and if encountered in Media by DFS mode, trigger advance to next file

2.8.201.56 – 11/04/2019

· This build is derived from the new Payment Global TeamCity DGE servers (this is FYI only and should not affect binaries and output)
· Fix Bug IXEMV-1180 EMV 2.8 (2.8.201) - Cap key does not function after a fresh install on Mono qVGA Single Board Dual Sided.
· Moved Cap Touch to the left thus making all options for 'Configure Softkeys for:' to the left side
· Fix Bug IXEMV-1201 When iSense2 connectivity is lost and Media By DFS is enabled, log files will eventually fill flash memory
· Default configuration change in TerminalConfiguration.xml:
· Change default emvXACProfile to '8C' as '7C' has been removed with new kernel.
· Make change in all 4 versions of file.
· Log EMV Configuration attribute autoInitiateTransaction value at startup to RDMLog.txt file along with other configuration options
· Fix bug in Citizen Printer where _cutPaperInPrintCommand needs to be reset after receipt printed. 
· This bug caused cut to be sent only once after startup if cut command was not part of receipt buffer sent from POS\Controller.
· This affected only POS\Controllers (like Verifone) that did NOT send CUT as part of receipt.  
· Third Party is working with Verifone to make them change their code to send CUT as part of bulk receipt.
· Merged in feature/AddM3SFilesToConfigRetrieval
· Updated PassThroughConfig.xml to add the config files for M3S subsystem utilities
· Merged in feature/IXEMV-1189-m3s-change-modify-log4net-fil 
· Made format change to remove milliseconds from the time string.

2.8.201.11 – 10/15/2019

· Feature IXEMV-1182 EMV 2.8.201: TLS 1.2 - Remove RC4 (and other) Cipher Suites from Advertised List of Available Cipher Suites
· Only these cipher suites will be allowed on a TLS 1.2 connection (POS-Terminal or iXGateway\iSense2-Terminal)
· NOTE:  here is published list of advertised cipher suites that are available for our TLS 1.2 connection:
· TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
· TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
· TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
· TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
· TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
· TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
· TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
· TLS_ECDHE_EDSA_WITH_AES_256_GCM_SHA384
· TLS_ECDHE_EDSA_WITH_CACHA20_POLY1305_SHA256
· TLS_ECDHE_RSA_WITH_CACHA20_POLY1305_SHA256
· Feature DFSMP-480 TCPMP: Modify TCPMP to support a timeout value for fueling that will reset video window to the small size if a fueling completed message is not detected before a timeout
· New Version of TCPMP (1.5.5.65):
· Set 'playlistRunning' to false after stop playlist semaphore is reset. Run playlist in same method was leaving value as true for consecutive load, run, stop playlist calls.
· Update the video filename so app doesn't receive empty Filename
· Added support for a timer that is started when a FuelingStarted signal is received. If the timer expires before a FuelingCompleted signal is received, the video window is forced to small size. This is intended to prevent fueling points being unusable because full screen video is being displayed.
· Fix Bug iXEMV-1132 EMV 2.8 (2.8.201): CABConfig Profile Mismatch

2.8.201.7 – 10/2/2019

· Feature IXEMV-1143 EMV 2.8.201: Poll iGEM Board to create productTable (instead of relying on SystemConfig.xml setting)
· Feature IXEMV-1156 EMV 2.8.201:  EMV Contactless Amex ExpressPay Dynamic Reader Limits (DRL)
· No Protocol changes; however, notes have been added to Terminal Protocol Specification regarding how to set DRL
· Feature IXEMV-1037 EMV 2.8.106:  EMV Contactless - Add Support for UnionPay (China Union Pay - CUP) Card
· Feature IXEMV-1150 EMV 2.8.201: Media by DFS: Update the media download check to pull any missing video files even if XML files seem correct
· Fix Bug iXEMV-1132 EMV 2.8 (2.8.201): CABConfig Profile Mismatch
· Fix Bug iXEMV-845 EMV 2.8: 2.8.103/104: M3S subsystem stops when iSense File Distribution sends a single XML file update

2.8.201.3 – 9/23/2019

· Feature IXEMV-957 EMV 2.8.106: Add Support for WEX Fleet EMV Contact Cards
· Add default EMV Tags for WEX (commented out) so they can be easily added in to customer terminal configuartion:
· Tags
· <!-- <EMVTag value="DF39"/> WEX: Purchase Device Sequence Number - needed for receipts-->
· <!-- <EMVTag value="DF30"/> WEX: Fuel Card Usage Bitmap - WEX defines this for prompting-->
· <!-- <EMVTag value="DF32"/> WEX: Purchase Restrictions - WEX defines this as chip offline purchase restrictions-->
· <!-- <EMVTag value="DF37"/> WEX: 3rd Party Reference Data Generation 2-->
· <!-- <EMVTag value="DF38"/> WEX: Loyalty ID-->
· <!-- <EMVTag value="DF36"/> WEX: Relationship Codes-->
· <!-- <EMVTag value="DF34"/> WEX: Chip Offline Purchase Restriction Amount for Fuel-->
· <!-- <EMVTag value="DF35"/> WEX: Chip Offline Purchase Restriction Amount for Non-Fuel-->
· Note to QA:  uncomment these tag values in TerminalConfiguration.xml when testing WEX
· Fix Bug iXEMV-1041 EMV 2.8: Remote AID Filtering Does Not Always Work
· Merge changes from EMV 2.8.105 regarding reset commands:
· Updated reset process during configuration - For dual instances, side that is reset will reset SPM and terminal
· Reset SPM and handle dual instances for terminal reset during Configuration - Reduce wait time for terminal reset during configuration
· Reset SPMs before terminal reset during Configuration

2.8.201.1 – 9/13/2019

· Version Number Change
· Moved from 2.8.106 to 2.8.201 to designate new EMV Kernel and to serve notification that EMV L3 recertification will come into play
· Implement Feature IXEMV-1062 EMV 2.8.106: (Now 2.8.201) - New EMV Contact Kernel 4.3h
· New Development Version (not yet certified by XAC or EMV) of EMV Contact Kernel 4.3h
· SAIO EMV Module Version 2.7.0.0 (4.3h)
· Letter of Approval from EMVCo is pending
· Profiles 1C, 2C, 3C, 4C, 8C, 9C
· Note that 9C is new (for signature) and that 5C, 6C, and 7C have been removed
· Fix Bug iXEMV-1029  EMV 2.8: iGEM Metric ID 52 "Credit Total" Reporting zero for Grade 3 Supreme.
· Implement Feature EMV 2.8.106: EMV Contactless - Add Support for UnionPay (China Union Pay - CUP) Card
· Note that we have introduced the code in the Contactless Middleware to support this and that CUP works with existing C150\C150SNP; however, once XAC delivers certified version of kernel for CUP, it will ONLY be supported in C150SNP
· Pending delivery of XAC C150SNP firmware to supported certified version of CUP
· Fix POS-Terminal SSL TLS 1.2 connectivity issue
· Issue caused by VM running F6K was super slow and it took 30 seconds for SSL cert handshake.
· TLS handshake could loop forever if the "Ethernet cable" is disconnected while in this process. Very slow device takes a while to complete the handshake, which increases the chances. It is important to mention that a cable disconnect doesn't close a socket!
· The Heartbeat could fire an event, which would trigger a disposal of objects, including the HB itself. Make sure that the disposing thread is not the same internal thread, which would lead to deadlock!
· These issues were verified with Fusion Box.

PROPRIETARY INFORMATION
This document contains proprietary and confidential information. It is for limited purposes only and remains the property of Dover Fueling Solutions. It may not be reproduced in whole or in part without written consent of Dover Fueling Solutions and must not be disclosed to persons not having need of such disclosure consistent with the purpose of the loan. The information in this document is current as of the date of its publication, but is subject to change at any time without notice. This document is to be returned upon request and/or upon completion of the use for which it was loaned.
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